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The advances in the Information and Communications Technology (ICT) brought many benefits to the
healthcare area, specially to digital storage of patients’ health records. However, it is still a challenge
to have a unified viewpoint of patients’ health history, because typically health data is scattered among
different health organizations. Furthermore, there are several standards for these records, some of them
open and others proprietary. Usually health records are stored in databases within health organizations
and rarely have external access. This situation applies mainly to cases where patients’ data are main-
tained by healthcare providers, known as EHRs (Electronic Health Records). In case of PHRs (Personal
Health Records), in which patients by definition can manage their health records, they usually have no
control over their data stored in healthcare providers’ databases. Thereby, we envision two main chal-
lenges regarding PHR context: first, how patients could have a unified view of their scattered health
records, and second, how healthcare providers can access up-to-date data regarding their patients, even
though changes occurred elsewhere. For addressing these issues, this work proposes a model named
OmniPHR, a distributed model to integrate PHRs, for patients and healthcare providers use. The scientific
contribution is to propose an architecture model to support a distributed PHR, where patients can main-
tain their health history in an unified viewpoint, from any device anywhere. Likewise, for healthcare pro-
viders, the possibility of having their patients data interconnected among health organizations. The
evaluation demonstrates the feasibility of the model in maintaining health records distributed in an
architecture model that promotes a unified view of PHR with elasticity and scalability of the solution.

� 2017 Elsevier Inc. All rights reserved.
1. Introduction

The Health Information Technology (HIT) has evolved greatly,
but even now we generally have not our entire patient health his-
tory in an unified viewpoint. We still have different health records
with assorted healthcare providers (i.e. healthcare professionals
and healthcare organizations) that we interacted lifelong [1,2]. At
every medical appointment, patients must tell their whole health
history again, losing time and accuracy. In addition, there are tech-
nical issues with health records, since there are several health data
standards for different purposes, as can be seen in Table 1. The
standards are intended to systematize the patients’ clinical data-
sets and define protocols to make the health information uniform.
These are usually dedicated to standardize the storage and to reg-
ulate the clinical and demographic data about patients. Health
records typically incorporates data regarding vital signs, laboratory
exams results, evolution and diagnosis. However, in some cases,
the standards are guidelines designed to address health records
in some regions or countries, such as standards CEN [3] in Europe
or xDT in Germany [4]. Patient’s health data are collected through-
out life and can receive data from several sources, including health
professionals records from laboratories, clinics or hospitals, includ-
ing data from sensors that monitor the patient’s health [5,6].

Electronic Health Record (EHR) is a standardized information
model, enabling integration among multiple healthcare providers,
and this integration is considered their main advantage [24,25].
EHR has several benefits, ranging from supporting medical pre-
scriptions [26], improving disease management [27] and con-
tributing in the reduction of severe medication errors [28].
However, EHR has limitations regarding interoperability, e.g when
health organizations adopt international but heterogeneous stan-
dards [29]. Other limitations are related to security of data
exchanged between health organizations, or to non-incorporation
of data about patient’s wellness, such as sports activities or eating
habits [26].

PHR (Personal Health Record) has some advantages over EHR,
since PHR can receive data entered by patient [30]. For instance,
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Table 1
Standards for health records storage and communication.

Acronym Ref. Short description

ASC X12N [7] Accredited Standards Committee X12N
CCR [8] Continuity of Care Record
CEN/TC 251 [9] European Committee for Standardization
DICOM [10,11] Digital Imaging and Communic. in Medicine
HL7/CDA/FHIR [12,13] Health Level-7/ Fast Health. Interop. Res.
HIPAA [14] Health Insur. Portab. and Account. Act
ICD/ICF/ICHI [15] Family of International Classifications
ICPC [16] International Classification of Primary Care
IHE [17] Integrating the Healthcare Enterprise
ISO/TC 215 [18] International Organization for Standard
LOINC [19,20] Logical Observ. Identif. Names and Codes
openEHR [21] Open Electronic Health Records
SNOMED-CT [22,23] Systematized Nomenclature Of Medicine
xDT [4] Germany Family of Data Exchange Formats
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the patient can inform weight or blood pressure readings [31].
However, PHR has some limitations and challenges [30]. The PHR
issues range from usability (as usefulness, satisfaction and ease
of use) [32]; low level of adoption (e.g. by patients with chronic
medical conditions) [33]; few patients and physicians knowledge
regarding PHR features; incompatibility or lack of integration with
existing health systems; to concerns with security and access per-
missions for third-parties (e.g. physicians and family members)
[34].

Considering these issues, our research goal is to answer how
would be possible to have a single view of PHR in order to be dis-
tributed, up-to-date and interoperable to patients and healthcare
providers use. The scientific contribution is to provide a distributed
and interoperable architecture model for PHR which addresses a
unified viewpoint for both patients and healthcare providers.
Patients can take advantage of maintaining their health history in
a single view, as well as healthcare providers have these data up-
to-date, regardless of where the patient was treated. To answer
the research question, we propose a model named OmniPHR,
where the prefix ’Omni’ comes from omnipresent, meaning that
is present everywhere.

The remaining of article is organized as follows. Section 2 sum-
marizes the main concepts, challenges and models that support the
proposal. Section 3 explains the most significant related work. Sec-
tion 4 presents the foundation technologies for model develop-
ment. Section 5 details the architecture model. Section 6 presents
the evaluation and methodology of study. Section 7 summarizes
the results and discuss the impacts, limitations and future direc-
tions. Finally, Section 8 presents the conclusions of the work.
2. Background

According to ISO/TR 14639, EHR is ‘‘information relevant to the
wellness, health and healthcare of an individual, in computer-
processable form and represented according to a standardized
information model” [24]. EHR refers to a structure in electronic
way of patient’s health records, collected and stored in a reposi-
tory, that can be shared by different digital formats. EHR can con-
tain several data groups, such as allergies, vital signs, medical
appointments, laboratory exams results, medical imaging and
diagnoses. To differentiate health records that are not integrated
between healthcare providers, these are named EMRs (Electronic
Medical Records). EMR can be considered a special type of EHR
with specific focus into internal medical domain of health organi-
zations [24,25].

Otherwise, according ISO/TR 14639, PHR refers to a ‘‘represen-
tation of information regarding, or relevant to, the health, includ-
ing wellness, development and welfare of that individual” [24].
As patients are the owner of their health records, they can manage
and grant permissions for access or share their health data with
third-parties [24]. PHR is oriented to the patient but can be inte-
grated with EHR [30]. Some healthcare providers have been suc-
cessful in improving communication with patients using mobile
technology (mPHR), where PHR allows patients self-monitoring
and managing their health status [35]. PHR can receive data from
healthcare providers, stored in a repository where patient has
access [36].

2.1. Challenges facing the personal health records

There are many health systems that use databases in propri-
etary formats. These databases are structured to be accessed exclu-
sively by those systems, with little or no interoperability with
others [37]. Usually legacy systems in many health organizations
preserve proprietary data structures. In general, these databases
are hosted in a data center inside the health organizations, with
restricted access to internal health professionals. In some cases,
e.g. laboratory exams results, patients and healthcare providers
can have external access to health records in a restricted manner,
only to be viewed or printed. Another factor is that the health data
is becoming increasingly larger. Several studies bring out crucial
points as getting this mass data about patients health, such as stan-
dardization of data, storage capacity, location, safety and how to
filter, analyze and quickly obtain such data [38]. Allied to these
issues, health organizations maintain the patient’s EHR indefi-
nitely, even outdated. This is required for legal reasons, depending
on the country [2].

In many cases healthcare providers do not share their patients’
data. Hence, they do not have these data up-to-date when their
patients are assisted by other healthcare providers [39]. Moreover,
these records are usually stored in different standards on different
health organizations, which brings difficulties for exchange health
records between organizations [29]. To integrate health systems,
there are several health standards for different purposes and initia-
tives to mitigate some integration problems [40].

Other problems arise from the potential existence of health
records duplicated within the health organizations due to the
ambiguity or repetition of some patient’s names [41,37]. Further-
more, from the patients’ viewpoint, they do not have an integrated
view of their health records. Although there are consolidated stan-
dards to structure the patient’s health data, the adoption and
implementation of EHR, particularly PHR, is still a challenge [42].
Much of the obstacles come from the fact that health records are
sensitive and have complex management for owners and users
[43,44]. There are concerns in PHR adoption from healthcare provi-
ders and patients, because users are afraid to share their data, as
there are concerns about where data will be stored and who will
have access to it [45].

Other barriers include concerns from healthcare providers
regarding to the management and validity of records registered
in PHR, since patients are the owner and can manage their records
[37]. In addition, because of the high cost of datacenters, many PHR
services have migrated to third party providers using cloud com-
puting architectures [43]. However, according Mxoli [46] ‘‘access
management, security issues, legal issues and loss of data are some
of the risks that negatively impact the storing of PHRs in the Cloud”
[46].

2.2. Models for the personal health records

Our proposal is an architecture model for PHR based on a dis-
tributed P2P (Peer-to-peer) network system. With the purpose of
analyzing related work to compare with our proposal, we look
for the main models mentioned in the literature. According to
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Couloris [47], P2P systems are a trend for distributed systems
because they have storage capacity and resource sharing on a glo-
bal scale, but they have as limitation the management and provi-
sion of adequate access to all the load to which they are subject.
According to classification of Coulouris [47], there are five possibil-
ities of architecture models: (1) CS (Client-server), where ‘‘client
processes interact with individual server processes in potentially
separate host computers in order to access the shared resources
that they manage”; (2) P2P, where ‘‘all of the processes involved
play similar roles, interacting cooperatively as peers without any
distinction between client and server”; (3) DO (Distributed
Objects), where ‘‘each process contains a collection of objects,
some of which can receive both local and remote invocations,
whereas the other objects can receive only local invocations”; (4)
DC (Distributed Components), where ‘‘application servers provide
structure to support a separation between application logic and
data storage”; and (5) DE (Distributed Event-based - services),
where ‘‘the essence of indirect communication is to communicate
through an intermediary and hence have no direct coupling
between the sender and the one or more receivers”.

3. Related work

Our initial basis for proposing the model comes from the anal-
ysis of recent works since 2012, from the publication of ISO/TR
14292 [48], considering the definition of PHR and EHR applied in
architectures proposals. For the selection was defined the follow-
ing search string, according to nomenclature used in the ISO
standards:
((‘personal’ or ‘electronic’) and (‘health’ or ‘medical’) and
(‘record’ or ‘records’)) and (((‘distributed’ or ‘decentralized’)
or (‘client–server’ or ‘centralized’)) and (‘architecture’ or
‘model’)).

These terms were applied in recognized research portals on the
computing and health areas: ACM, Google Scholar, IEEE, PubMed,
Science Direct and Springer. With more than 2500 studies returned
in the search, we eliminated those works that do not deal directly
about computer architecture models. Finally, we selected the most
relevant regarding our research topic, which we highlight the
related work in Table 2. The works were evaluated from the archi-
tecture models according to the classification of Coulouris [47], as
well as regarding the security and privacy mechanisms that they
use and what standards the model supports or is compliance.

The HDEHR (Hierarchical Distributed EHR) model [49] aims to
maintain the patient’s data in the health organization and replicate
at the same time to other hospitals in their region, ensuring fail tol-
erance, but the P2P distribution is a future proposal and topics such
Table 2
Related work and architecture models.

Related work Year Modela

HDEHR [49] 2012 DE,P2P
m-Health [50] 2013 DE
uPHR [51] 2013 DE
CF [52] 2014 CS,DO
HealthVault [53] 2014 CS
healthTicket [54] 2014 CS
DEPR [55] 2015 DC
My HealtheVet [56] 2015 DE
SNOW [57] 2015 DC

a Architecture Models: CS = Client-server; P2P = Peer-to-peer; DO = Distributed object
b Open-source medical software compliance with standards such as HIPAA, HL7, ASC
as security, privacy, or interoperability are not covered. In case of
the m-Health (Ubiquitous healthcare services in cloud) model
[50], the project proposes a distribution event-based architecture,
with services for interoperability following the CCR standard,
although not mentioning about security or privacy. The uPHR
(Ubiquitous PHR framework) model [51] is a distributed event-
based model and has interoperability with HL7, CCR and CEN
13606 standard, but also do not comment about security or pri-
vacy. The CF (Conceptual Framework) model [52] is a framework
to a wearable health system with a distributed mechanism based
on cloud server distribution of objects with support for security
and privacy with CIA and HIPAA protocols, but do not focus on
interoperability. The HealthVault [53] is a proprietary solution fol-
lowing the CCR and HL7 standards. This is a web-based PHR to
maintain health and fitness records, but consists of a client-
server platform where all health data are stored in the company’s
servers. The healthTicket model [54] is a design and implement
case for ubiquitous PHR. This model is proposed as an architecture
for patients access by mobile and healthcare providers by web
application, following CCR and HL7 standards. This is a client-
server model that uses a security mechanism called CP-ABE
(Cipher-text Policy Attribute Encryption Scheme) to ensure privacy
[54]. The DEPR (Distributed Electronic Patient Records) model [55]
is a distributed components proposal based on OpenEMR system,
which is compliant with several standards, but do not focus on
security or privacy. The My HealtheVet [56] is a online tool for
sharing health information and has a distributed event-based
model with security policies and interoperability with HL7 stan-
dard. Finally, the SNOW project [57] is a decentralized medical
data processing system. This model uses distributed objects and
has privacy policies following the openEHR standard.

As can be seen in Table 2, some models concentrate all patient’s
health data on a single or multiple servers, following a centralized
client-server architecture. Others models propose distributed
architectures, although none currently uses P2P, just as a future
work in the case of HDEHR [49]. Additionally, we analyzed models
whether they provide security or privacy support for patients and
healthcare providers use, where only few models tackle this sub-
ject. Finally, we researched what standards for interoperability
the models support and only HDEHR [49] and CF [52] not specifi-
cally mention this subject.

4. Foundation technologies for model development

This section presents the main concepts of technologies in order
to support the proposed solution. As the proposal consists of a dis-
tributed system, based on P2P network, in this section we describe
the technologies that complete the solution and how they are
interconnected with the model, including the technologies of:
Blockchain, Routing Overlay, openEHR standard, Chord algorithm
and Publish-Subscribe system.
Interoperability Security

– –
CCR –

HL7, CCR, CEN –
– CIA, HIPAA

CCR, HL7 Authentication
HL7, CCR CP-ABE
OpenEMRb –

HL7 Security policies
openEHR Privacy policies

s; DC = Distributed components; DE = Distributed event-based.
X12 and SNOMED-CT.
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4.1. Blockchain technology

One of the conceptual bases of the OmniPHR is to divide the
patient’s health records into datablocks, which are a logical divi-
sion of the patient’s health datasets, such as laboratory data,
drug-related dataset, X-ray dataset and others datasets, as can be
seen an overview in Fig. 1. As OmniPHR proposal is to promote
an interoperable and distributed architecture for PHR with safety
features for sensitive data, we found in Blockchain technology
[58] appropriate alternatives to compose our base architecture
model. Blockchain was first proposed to serve as backbone for
the Bitcoin technology, known as Satoshi’s bitcoin model [59]. In
Bitcoins case, the coin is composed of distributed transactions
chain in the network, which use the principle of a P2P network
to not concentrate data in one place [58]. Furthermore, the
OmniPHR model includes a premise of paging records, where the
page’s goal is that user always access the latest data, but in pagi-
nated way. This factor brings benefits ranging from faster access
to the capacity of data maintenance be able, e.g. to keep older data
in a less used repository.

Blockchain is formed by a distributed database, which main-
tains a chain of datablocks, hence the origin. Each datablock refers
to another within the block list, forming a complete chain, from
first to last datablock. These datablocks are distributed in a P2P
network, making difficult to manipulate this data by attackers.
Applied to Bitcoin, the public key encryption mechanism is used
to ensure the security of electronic currency. This cryptography
type is based on algorithms that require two keys, one public
and the other private. The bitcoin electronic currency is based on
a chain of digital signatures with a central authority that verifies
the chains validity [58]. In this case, the public key is used only
to verify the digital signature applied to the transactions dat-
ablocks. More accurately, each datablock into the end of chain is
digitally signed and point to the next block using the public key
of the latter.

4.2. Routing overlay

In a P2P network, there is the concept of routing overlay, also
known as superpeer or ultrapeer, which have special functions in
a distributed system [47]. A routing overlay network aims to
decentralize data and locate nodes on the network, managing their
location. This mechanism has some certain goals, such as providing
Fig. 1. Blockchai
distribution, replication, security and privacy. In our proposal, the
health records are broken into small pieces distributed and
encrypted on the network. The routing overlay must have special
skills to manage responsibilities such as: (a) maintain system user
registers; (b) keep PHR data, including new and update datablocks;
(c) querying datablocks to assembly PHR when required; (d) main-
tain access permissions to health records; and (e) maintain access
profiles to health records. In addition to these responsibilities, the
routing overlay application needs to have functions granted to sys-
tem administrators, as the capabilities to maintain: (a) types of
profiles; (b) health datablocks inherent in the standard; and (c)
other interconnected standards of health records.

4.3. openEHR standard

The HL7 with FHIR and openEHR are among the main structural
patterns of health data standards [60]. Analyzing the main data
standard regarding health records to be used in our proposal, open-
EHR [21] stands for promoting a flexible structure based on arche-
types. A key requirement for interoperability and important
feature is that openEHR connects with others health data stan-
dards, such HL7 [12], LOINC [20], SNOMED-CT [23] and DICOM
[11]. Moreover, the archetypes format of openEHR follow the pre-
mise of datablocks, which fits the OmniPHR purpose of having
health datablocks chained on a P2P network.

4.4. Chord algorithm

In order to maintain the distribution of datablocks in an equita-
ble manner throughout the network, OmniPHR can use an algo-
rithm for P2P networks with Distributed Hash Table (DHT), such
as CAN (Content Addressable Network), Chord, Kademlia, Pastry
or Tapestry [47]. These algorithms can ensure equal distribution
and knowledge of nodes where datablocks are located. To dis-
tribute health records parts, OmniPHR proposes the use of Chord
algorithm [61], which is widely accepted on P2P networks [62].
The goal is to get a scalable (handling with increase amount of
workload) and elastic (adapting to changes of workload) search
service for OmniPHR distribution on the P2P network. The reason-
ing for selecting this algorithm is that Chord has an efficient node
location and provides a balanced system in P2P networks [63]. This
suits the need to maintain the PHR datablocks chain using the
principle of lookup in
n overview.
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OðlogNÞ

where N is the number of nodes in the network, and grows logarith-
mically with the number of nodes. Chord operates two additional
structures: finger table and successor. The algorithm uses a struc-
ture in which nodes are kept close, so a node is in the middle dis-
tance, another node a quarter off, and so on in a sequence powers
of two. Chord algorithm promotes scalability, elasticity, availability
and durability of records. As can be seen in Fig. 2, the purpose is that
each part of OmniPHR may also be replicated in other nodes, dis-
tributed and chained on the network. Chord uses a variant of consis-
tent hashing for load balancing, effecting in an uniform distribution
[61,63].

Chord algorithm has flexibility and automatically adjusts the
control tables according to enter and leave of nodes in the network
[62]. Chord finger table is present at each node and has information
about its identifier and IP address [63]. The finger table contains
data only on some near nodes, according to the execution of the
algorithm, being the first table entry always refers to the successor
node [61]. In the management of nodes, an important factor for
OmniPHR regards to replication of health datablocks. In Chord
algorithm, the list of successor nodes works as an engine that
allows replicates data. When a regular node enters or leaves the
network, a routing overlay is notified and knows whether it should
disseminates copies.
4.5. Publish-subscribe system

To support the communication among nodes over the network,
an alternative is a publish-subscribe system. Nodes publishers
publish messages to a service, represented in OmniPHR by routing
overlay, and subscribers can get thesemessages, in an indirect com-
municationbetweennodes [47]. Routing overlay applicationhas the
ability to receive and update datablocks containing information
about PHR. Nodes publish messages with updated datablocks in
Fig. 2. An OmniPHR distri
the service addressed to certain nodes according DHT algorithm
and these nodes subscribe their respective messages.
5. OmniPHR model

This section details all the parts that make up the OmniPHR
model, starting with an overview and then explaining each of the
architecture modules.
5.1. Model overview

With the functionalities and technologies that support the pro-
posal defined, this section presents the proposed model. OmniPHR
focuses on the distribution and interoperability of PHR data. The
model’s purpose is to allow a unified view of health records which
are distributed in several health organizations, as well as address
the challenges of have a distributed architecture that is scalable,
elastic and interoperable. OmniPHR proposes a PHR representa-
tion, organized hierarchically, encrypted and distributed in
chained datablocks on the network. These blocks can be located
in different healthcare organizations and even in a patient-
managed repository. In addition, the model provides the possibility
of access by heterogeneous devices.

In Fig. 2 we observe a model overview. The figure shows a par-
titioned PHR in datablocks, distributed in a network with twelve
nodes grouped into four subnetworks. It is possible observe the
diversity of devices able to interact with OmniPHR. The devices
can join the system as providers (a) or consumers (b), since one
of the model’s premises is have OmniPHR present everywhere,
patients may be, for instance at home, at work or in a hospital.
As providers (a) users can use different devices that can supply
data to compose the PHR. As consumers (b) users can use devices
that can read the PHR data.

In OmniPHR we propose the use of a P2P network with routing
overlay, which is in this case an application server with defined
buted in the network.
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responsibilities, including cloud computing features such as hori-
zontal scalability and elasticity [64]. Nevertheless, the main goal
of OmniPHR routing overlay is to have the ability to maintain
and locate datablocks of PHR when required and validate whether
the chaining is intact or had some manipulation. Each OmniPHR
datablock is encrypted and digitally signed by the responsible for
inserting the information, which can be a health professional,
patient or whom the patient authorized access their health records.
This means that even patient’s demographic data have one respon-
sible, e.g. full name, birth date, gender, current address or identifi-
cation document numbers. Likewise, each diagnosis or laboratory
test results datablock also have one responsible for this informa-
tion with the digital signature respectively. In case of data coming
from sensors, datablocks reported by these devices are also prop-
erly identified. Thus, the proposal is that any health datablock
informed in OmniPHR is encrypted and has the informant with dig-
ital signature associated.
5.2. OmniPHR architecture

In this section, we focus on the modules and components of
OmniPHR design. The routing overlay node has a key role in the
negotiation model design acting as a main business component.
The assignments are distributed in components split into three
main modules, which are illustrated in the component diagram
presented in Fig. 3. In the diagram we depicted the middleware
Fig. 3. OmniPHR arch
present in each routing overlay, which is a logical abstraction of
all modules and business components. Each module and compo-
nent part are described following.

5.3. Datablock and service module

The Datablock and Service module is in charge of (1) translate,
(2) distribute and (3) validate each patient’s health datablock, as
well as (4) manage the nodes and (5) routing services of connection
messages. The proposal is to separate this module in components
for each of these responsibilities that deal with the datablocks dis-
tribution and network management services. Following, we sum-
marize each component:

5.3.1. Translator
This component performs a key role in the OmniPHR, since it is

the input and output gateway of the datablocks. This component
may be considered to be primarily responsible for interoperability
in the model. By default, OmniPHR adopts an open standard for
storing the health datablocks on superpeer. Thus, this component
is only used when the healthcare provider uses a different standard
of OmniPHR. That is, if the provider uses the same OmniPHR for-
mat then this component is not triggered. On the other hand, if
the provider uses another standard, whether it is open standard
or not, then this component is triggered to translate the datablocks
when they pass through the superpeer. The proposal consists in
itecture model.
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converting the altered parts at the source to the standard format
adopted by the OmniPHR model. In this way, the component could
promotes interoperability with different standards of health dat-
ablocks, i.e. between the input and output standards. In this pro-
cess of constructing the conversion logic, the archetypes of
openEHR standard can be organized in templates, collaborating to
adapt the source data to its format. The component has the ability
to translate datablocks in two ways: (1) in case the provider uses
an open standard different from that adopted in OmniPHR; or (2)
in case the provider uses a proprietary standard. To address these
two cases, there are some techniques that can help in the interop-
erability of these data, such as the individual or combined use of:

(a) Dublin Core metadata standard (DC) [65,66] - where the
metadata could be used to describe, retrieve and organize
the document with health records that do not follow the
open standard;

(b) Natural Language Processing (NLP) [67,68] - where NLP
could be used to help the parser of legacy contents to a stan-
dard format, adding the possibility of extracting knowledge
from the health records;

(c) Ontologies [13,69] - where representations through ontolo-
gies could be used to compose a standard that mediates
heterogeneous standards, adding the possibility of extract-
ing inferences from this composition;

(d) Software Agents [70,71] - where agent-based interface sys-
tems are designed to interpret the health records.

In case of OmniPHR model, the proposal is the use of an equiv-
alent ontology for each datablock, stored in a semantic database
(as can be seen at the bottom of Fig. 3), and using NLP to assist
in automating the conversion of legacy health records to the stan-
dard format adopted by the model.

5.3.2. Distributor
In charge of distributing and replicating datablocks on the net-

work. The component requires knowledge of datablocks location,
as well as ability to fetch datablocks in the appropriate node that
contains the requested data and return to requester. By default,
the datablocks are stored on the computer where it was created
and some copies are distributed on the routing overlay and on
the network following the DHT algorithm adopted. In this way,
the original data reported by a healthcare provider remains stored
in the health organization with copies of these datablocks dis-
tributed over the network. In case of data informed by the patient
these are stored in the routing overlay, as well as with copies dis-
tributed in the network.

5.3.3. Validator
Has the responsibility of validating the health datablocks chain-

ing. The tasks are to check the integrity of datablocks, checking and
ensuring the consistency, as well as the correct sequencing of dat-
ablocks. When a datablock is inserted in the chain, each one is
formed by dataset with time it was created and the hash pointer
of previous datablock. But each new datablock must be authenti-
cated before it can form the next datablock in the chain, which is
one of the routing overlay responsibilities through this validator
component.

5.3.4. Nodes manager
Manages and controls the input and output of regular (or leaf)

and routing overlay nodes in the network, promoting scalability
and load balancing capabilities. For the input and output of
network nodes, this component follows the rules of the DHT
algorithm adopted by the OmniPHR model. When a node wishes
to be inserted into the network this component generates a new
identifier for the node according the DHT algorithm and notify
other nodes that this node is accessible.

5.3.5. Message router
Provides communication services, such as packaging and rout-

ing of messages, receiving and forwarding requests to other mod-
ules and components. In this component OmniPHR proposes the
use of an open cache solution, which aims to achieve better perfor-
mance. This solution follows the same DHT algorithm to distribute
replicas of datablocks, maintaining in memory for a limited time
the newly requested datablocks.

5.4. Security and privacy module

The Security and Privacy module has a number of tasks regard-
ing privacy and security maintenance. The responsibilities ranging
from the protection of stored and transmitted datablocks through
(1) encryption and (2) digital signature, promoting the privacy
and data integrity, as well as a component for (3) authentication,
until the control of (4) roles and privileges granted to the profiles.
Following, we summarize each component:

5.4.1. Encryptor component
Establishes the transmitted and stored datablocks encryption.

This component encrypts datablocks pointers and datablocks con-
tents. The base is an open public key encryption, which generates
two cryptographic keys: one public and another private. The pri-
vate key is secret and the public key is distributed with the patient
identifier.

5.4.2. Digital signer component
Responsible for the digital signature of datablocks on the trans-

mission and storage on the network. Each user has a digital signa-
ture, which is used to assign each datablock informed respectively.
The purpose is to verify that a transmitted datablock is an
unchanged copy of one produced by the signer [47].

5.4.3. Authenticator component
Ensures authorized access and proper attribution profile, as well

as preventing unauthorized access, blocking and providing lost
access recovery mechanisms. When entering on the network, user
must have an ID generated for health records identification. The ID
creation follows the OpenID code, which is used to identify users
[72], in order to avoid duplication of users [41]. This ID form the
main health records identifier.

5.4.4. Roles and privileges component
In charge of registration, concession and maintenance of net-

work access profiles. This component has two approaches. The first
approach is a personal purpose with an individual control of per-
missions granted to other users access their PHRs. In this case,
the patient may grant access privileges to their health records to
health professionals or third-parties, as well as revoke at any time.
The second approach is an organizational purpose where it is pos-
sible to create and maintain health professional profiles. The pro-
posal is that each health organization should define the profiles
and privileges of their health professionals. However, the master
controller of PHR remains with the patient, following the first
approach.

6. Evaluation and methodology

The scientific community has been using modeling and profiling
methodology to evaluate mobile applications [73,74]. With this
strategy, the goal is to describe and evaluate scenarios of use where
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OmniPHR can be applied. Following this methodology, Bossel [75]
defines five steps to carry out the process:

6.1. Developing the model concept

This stage defines the purpose of the model, which is to repre-
sent a typical use. To illustrate the model behavior, we consider
typical scenarios where patients go to various health organizations
and are assisted by different health professionals. As consequence,
the patient’s health records are updated many times. In this evalu-
ation, we seek to assess the distribution and communication of
health records in a network, following the proposal of OmniPHR
model.

6.2. Developing the profiling model

This phase describes the system states, which are the scenarios
to which the model will be submitted. The objective is to evaluate
the model initially in a setup with few nodes, which represent an
initial situation of a health organization. Then, evaluate in some
intermediate setups with varied settings, and finally, evaluate in
a setup with a large number of nodes. At the end of execution,
the purpose is to collect the averages of one-way hop count, mes-
sages present at runtime and one-way latency.

6.3. Profiling of system behavior

At this stage the emphasis is on the behavior of the model. We
used as basis the OverSim framework [76], which represents over-
lay and P2P networks. This framework is an implementation that
uses the discrete event network environment OMNeT++ [77] and
the INET Framework, which is an open-source suite of models for
wired, wireless and mobile networks to OMNeT++.

6.4. Performance evaluation, policy choice and system design

At this stage the emphasis is on the choice of assessment crite-
ria and policies. As environment settings, ten network setups with
two different tests for each one have been executed, as can be seen
in Table 3. To illustrate, a first setup (#1) in the ‘A’ column with 100
nodes, 4 routing overlays and 1 backbone router can be seen in
Fig. 4. The second test (‘B’ column) with 100 nodes also, but
quadrupling the number of routing overlays (4–16) and backbone
Table 3
Evaluation setups and results.

# Na Parameters

ROb BRc

A B A B A

1 100 4 16 1 4 149
2 200 5 20 2 8 288
3 400 6 24 3 12 651
4 800 8 32 4 16 1326
5 1200 10 40 5 20 1456
6 1600 12 48 6 24 1973
7 2000 14 56 7 28 2497
8 2400 16 64 8 32 3039
9 2800 18 72 9 36 3451
10 3200 20 80 10 40 4063

a N = Number of nodes per setup.
b RO = Routing Overlays.
c BR = Backbone Routers.
d MP = Messages Present.
e OHC = One-way Hop Count.
f OL = One-way Latency.
routers (1–4) can be seen in Fig. 5. The other tests followed the
same logic, increasing proportionally the nodes, routing overlays
and backbones routers. In total, 20 tests were performed, i.e. 2 tests
(A and B columns) for each setup of nodes. All evaluations had a
total period of 3 h of execution and performed the following steps:
(a) entry of the number target of nodes for each execution in the
network, with tests calibrated to have at most 5% above or below
of entrances and outputs of nodes during the test period; (b) ran-
dom trigger of messages (each one representing one health dat-
ablock transmitted) at ranges up to 1 s concurrently between
nodes.
6.5. Mathematical systems analysis

At this stage, we performed the mathematical analysis of the
results. In Table 3 we describe the parameters for each setup and
the results obtained. In all evaluations, the use of CPU (maximum
speed of 2 GHz with 2 cores) and memory (up to 8 GB of RAM
memory) was at most 50%. In the ‘Setup’ column we have listed
10 test configurations. The ‘Nodes Amount’ column refers to target
number of nodes each evaluation setup, from 100 to 3200 nodes. In
the set of columns ‘Parameters’ we listed the combinations of
parameters tested, which are divided in the number of ‘Routing
Overlays’ and the number of ‘Backbones Routers’. The ‘Routing
Overlays’ columns refers to fixed number of routing overlays nodes
in each setup and tests. The ‘Backbone Routers’ column refers to
fixed number of backbones in each setup and tests. For each of
the setups, we run two tests, according to the ‘Test A’ and ‘Test
B’ columns. The ‘Test A’ had the objective of verifying the network
behavior with an increasing number of nodes per routing overlay,
from 100/4 to 3200/160. For the second test, we quadruplicate the
values of the ‘Test A’ parameters. The objective of ‘Test #2’ was to
verify the network behavior with a smaller number of nodes per
routing overlay, from 100/16 to 3200/80. In the set of columns
‘Results’ we listed the results obtained for each of the setups and
for each parameter used in ‘Test A’ and ‘Test B’. The ‘Messages Pre-
sent’ column refers to the average number of messages present on
the network each moment, i.e. in transmission at every instant. The
‘One-way Hop Count’ column refers to the average number of hops
each message jumps between nodes in one way, i.e. between
source node and target node. Finally, the ‘One-way Latency’ col-
umn refers to average time of delay in seconds that a message took
to traverse the network from the source node to target node.
Results

MPd OHCe OCf

B A B A B

0 1570 4.17 4.60 0.216 0.260
1 3138 5.03 5.02 0.247 0.393
8 6593 5.32 5.34 0.479 0.403
9 13457 5.54 5.57 0.491 0.475
1 15542 5.84 5.87 0.381 0.488
9 20091 6.03 6.07 0.564 0.445
5 25579 6.21 6.22 0.480 0.425
3 30802 6.34 6.35 0.549 0.547
1 36304 6.45 6.45 0.552 0.523
5 42035 6.52 6.56 0.470 0.555



Fig. 4. Setup #1 - Test A - 100 nodes, 4 routing overlays, 1 backbone router.

Fig. 5. Setup #1 - Test B - 100 nodes, 16 routing overlays, 4 backbone routers.
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7. Results and discussion

This section presents the main findings found in the model,
what are the limitations that the proposal has at the moment
and, finally, the challenges and opportunities for future work.
7.1. Findings

Analyzing the results (summarized in Table 3), the ‘Messages
Present’ column demonstrate an increasing number of transmis-
sion capacity and communication overhead. For instance, it is pos-
sible to compare the setup #3 with 400 nodes and setup #4 with
800 nodes, where the average number of messages present in the
network and transmitted at the same time is doubled (6518 versus
13,269 in the ‘Test A’, and 6593 versus 13457 in the Test #2), but
the latency is very similar (0.479s versus 0.491s in ‘Test A’, and
0.403 versus 0.475), as well as the average number of hops (5.32
versus 5.54 in the ‘Test A’, and 5.34 versus 5.57 in the ‘Test B’). Ana-
lyzing the other setups and tests, it is possible to observe that this
behavior is maintained. Even with the number of nodes, routing
overlays and backbone routers increasing, the number of messages
being transmitted also increases, but the latency remains stable or
even decreased in some cases. It is possible to observe, for example,
that the latency in tests 1 and 2 with 1200 nodes (0.560 and 0.539,
respectively) is much similar as in tests 1 and 2 with 3200 nodes
(0.560 and 0.545, respectively). This demonstrates that the net-
work topology, employing the Chord algorithm, was able to answer
an increasing number of users and requests, but without increasing
the delivery time significantly.

Another analysis is related to the results obtained from the
parameters of tests 1 and 2. The Chord algorithm manages the
nodes to be kept close. In this sense, it is possible to observe that
in most results, the number of ’One-way hop count’ increases
slightly between tests 1 and 2 for the same setup. This happens
due to the increase of routing overlays and backbones routers
between the parameters of tests 1 and 2. However, latency remains
stable or even decreased. This demonstrates that while increasing
the number of routing overlays and backbone routers, for the same
number of nodes, latency is not impacted. The tests also showed
that there was no impact in performance with inputs and outputs
of nodes, demonstrating adequate capacity of elasticity and scala-
bility of the P2P network following the Chord algorithm.

Regarding the standard for the health data proposed to be used
in the OmniPHR model, to promote interoperability between dif-
ferent standards and among healthcare providers, the proposal is
the use of the open standard openEHR. This standard is integrated
with other standards specialized in specific health data types, such
as laboratory exams results. Moreover, in order to enable proper
distribution model, this open standard follows the principle of par-
titioning the PHR in datablocks. OmniPHR model proposes to dis-
tribute PHR in a P2P network and this involves several
challenges, such as rules to determine how to divide and replicate
the datablocks. For this, the open standard that OmniPHR use
divides PHR in structures of datablocks organized hierarchically.
The evaluation sought to reflect the division, replication and com-
munication of datablocks in the network.
7.2. Limitations

A limitation of the model concerns the type and location of the
data. First, the data must follow the standards supported by
OmniPHRmodel and be located in the model-enabled paths. In this
way, the architecture of the model is able to access and maintain
the data. This means that patient’s data that is not in the scope
of the model will not be part of the sharing, either with the patient
or with other health organizations. Besides, as the premise is that
each datablock must have a responsible, the model needs to be
able to determine the author of each data, whether patient, health-
care provider or sensor, ensuring the authorship of each datablock.
For instance, the demographic datablock is patient’s responsibility,
while healthcare providers are responsible for other datablocks
such as diagnosis. In addition, the model needs to store data on
the node closest to the user, with copies in other nodes. For
instance, datablocks created by a physician in a hospital are stored
in the datacenter of health organization. Similarly, data reported by
patients are stored on the routing overlay with copies in other
nodes. In this way, another limitation is that, as default, data are
shared only between healthcare provider and patient. This means
that for a health organization to access patient’s data in another
one, patient must authorize this access.

Another potential problem that the model should deal with is
the possibility of occurring duplicate data entry, as it usually hap-
pens in health organizations [41]. This problem may occur mainly
with patients registration data, e.g. when patient is admitted in a
health organization and the registration is not found. Another pos-
sibility is with legacy data, when a health organization, that
already has the PHR, wants to join the system. To avoid this prob-
lem, the system needs to identify the patient unequivocally, leav-
ing no doubt. OmniPHR provides a mechanism to generate a
single hash code to identify patients, following openEHR standard
for this identifier [21].

PHR can be composed by many datablocks throughout patient’s
lifetime and also by a large number of attachments. Examples of
attachments would be the laboratory exams results and medical
images. These images usually have relatively large sizes, up to sev-
eral tens of megabytes [78]. As health records can be formed by
many data, the intent is that queries are not made of all health
records at once, but in parts. In addition, these health records
can be divided in order to be sought only the most recent data in
a paginated format. An example would be the case of laboratory
exams results returned in date order. That is, from the most recent
to the oldest, using pagination. So, just return the latest laboratory
exams results and, if necessary, then seek the older data in another
query. This mechanism provides optimization of database queries,
because records are always divided into pages, generating less traf-
fic on the network.

7.3. Challenges and opportunities

An important challenge for the model is to guarantee the iden-
tity and authenticity of the informant, whether patient, physician
or a sensor connected to patient. OmniPHR predicted a security
module in its architecture and is based on the structure of pro-
posed distribution and security mechanism of datablocks dis-
tributed in a P2P network, with encryption and digital signature
of datablocks to ensure the authenticity. This aims at ensuring
the health records chain validity and the data privacy. Neverthe-
less, attackers can try to spoof these parts, try to decrypt parts,
try to gain access to other nodes and try to reassemble datablocks
[59]. While blockchain technology helps prevent datablock fraud, it
remains a challenge to ensure that only authentic informants can
access the health records. Although the model demonstrates
potential to preserve the privacy of patients, further testing for
security and privacy is required.

In relation to the architecture model, a component that needs
future work is the Translator Component of the Datablock and Ser-
vice Module. This component aims to convert and equalize com-
munications with heterogeneous health systems. The component
proposes to convert data coming from open or proprietary stan-
dards, and for this purpose OmniPHR should deal with the possibil-
ity of integration using open standards such as HL7/FHIR and
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openEHR or an equivalent ontology in case of integration with pro-
prietary systems, which is another challenge.

Many health organizations adopt their own formats for use of
health records, and even when use open standard usually do not
share them with other organizations. Thus, a patient may have
health records scattered in several health organizations. With
OmniPHR, healthcare providers can be able to have access to com-
plete PHR of patients assisted since the first contact with the health
organization. Health organizations already have a cost of maintain-
ing medical records [43] and not integrated with other institutions.
The benefit of OmniPHR model to healthcare providers is to have
their patient’s health data, that is already stored in the organiza-
tion, always up-to-date, beyond the possibility of extracting med-
ical statistics to improve the quality of care.

However, in this sense, there are several doubts and challenges
to face, such as: would it be necessary for all data to be shared
online, or could it be according to a configurable periodicity and
at idle moments? Is patient’s data reported by a healthcare provi-
der and shared with another one available indefinitely or for a
fixed time? When sharing data, are all patient’s data available by
default (clinical and administrative) or should the patient select
which ones to share? In case the patient needs to select, how can
patient accomplish this task without great knowledge?
8. Conclusion

In this article, we presented a distributed architecture proposal
named OmniPHR. This solution seeks to address recurrent needs in
the adoption of PHR by patients and healthcare providers. The
OmniPHR purpose consists of partitioning PHR in datablocks dis-
tributed on a P2P network. Thereby OmniPHRmaintains character-
istics of datablocks distribution having spread copies of these parts
on the network. The user can access PHR data through different
devices. Consequently, OmniPHR is a mobile-health model which
uses the diversity of computing devices connected to the patients
or to the environment where they are inserted at any time, to be
part of a collaborative and distributed network. The PHR data
appear to be centralized from the logical viewpoint of patient
and healthcare provider, but in fact are physically decentralized.

This model proposes an architecture for users obtain a single
view of patient health records with scalability, elasticity and inter-
operability. With the PHR data scattered in several health organi-
zations where patients had contact, OmniPHR proposes to
mitigate many problems and barriers in adoption of PHR providing
an unified viewpoint of PHR. The model aims to support patients to
take advantage of having their health history single, as well as for
healthcare providers have their patients’ health data up-to-date.
Hence, OmniPHR proposes a model where everyone involved has
benefits sharing health records.

The scientific contribution of this work is to present a feasible
proposal of a distributed and interoperable architecture for PHR.
The evaluation of the model demonstrates that OmniPHR is able
to promote PHR divided into datablocks and proportional distribu-
tion in a routing overlay network. The results showed that even
increasing the number of nodes, and consequently obtaining a lar-
ger number of messages being transmitted at the same time in the
network, the latency remains stable. This demonstrates that
OmniPHR is able to support a growing number of nodes and
requests without increasing the delivery time significantly.

As future work, the model needs more evaluations, mainly
regarding security, privacy and integration with other systems.
Moreover, as can be seen, there are several challenges to be worked
on and answered, ranging from decisions to flexible the model
regarding access rules and data replication, to subjective questions
that arise, as how patients can manage and share their data in
practice.
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